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 I.  Introduction 

 A.  General Policy 
 Pepperdine University is committed to protecting the privacy of individual health information in 
 compliance with the Health Insurance Portability and Accountability Act of 1996 (HIPAA) and the 
 regulations promulgated there under.  These policies and procedures apply to protected health 
 information created, acquired, or maintained by the designated covered components of the 
 University after April 14, 2003.  The statements in this Manual represent the University’s general 
 operating policies and procedures.  For further details regarding these policies and procedures see 
 45 C.F.R. Parts 160 and 164. 

 B.  Scope 
 Pepperdine University is a hybrid entity as defined in 45 C.F.R. §164.103 and includes both covered 
 and non-covered components.  These policies and procedures apply only to the University’s 
 designated covered components, which include: 

 ●  Student Health Center; 
 ●  Athletic Training Center; 
 ●  Student Counseling Center; 
 ●  Boone Center for the Family; 
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 II.  Definitions 

 Business Associate  means a person or entity who, on  behalf of a covered entity, performs or assists 
 in performance of a function or activity involving the use or disclosure of individually identifiable 
 health information, or any other function or activity regulated by the HIPAA Administrative 
 Simplification Rules, including the Privacy Rule.  Business Associates are also persons or entities 
 performing legal, actuarial, accounting, consulting, data aggregation, management, administrative, 
 accreditation, or financial services to or for a covered entity where performing those services 
 involves disclosure of individually identifiable health information by the covered entity or another 
 business associa؀







 Secretary  means the Secretary of the U.S. Department of Health and Hum� 





 ⮚  A Sample Business Associate Agreement is set forth on page 38





 Statistical Method 
 ⮚  PHI is considered de-identified if





 designated covered component at the University and cannot be determined solely based on job 
 title or description.  For these reasons it is the responsibility of each designated covered 
 component that uses and discloses protected health information to determine those persons or 
 classes of persons, as appropriate, in its workforce who need access to protected health 
 information to carry out their duties; and for each such person or class of persons, the category or 
 categories of protected health information to which access is needed and any conditions 
 appropriate to such access. 

 For any type of disclosure that it makes on a routine and recurring basis, a covered component 
 must implement policies and procedures (which may be standard protocols) that limit the 
 protected health information disclosed to the amount reasonably necessary to achieve the purpose 
 of the disclosure.  For all other disclosures, the covered component must develop criteria designed 
 to limit the protected health information disclosed to the information reasonably necessary to 
 accomplish the purpose for which disclosure is sought and review requests for disclosure on an 
 individual basis in accordance with such criteria. 

 3.  Applicable Regulations 
 45 C.F.R. §§ 164.502, and 164.514(d). 

 G.  Notice of Privacy Practices 

 1.  Policy 
 The University will develop and distribute a Notice of Privacy Practices to its designated covered 
 components that includes information required by HIPAA and its regulations.  A copy of the Notice 
 of Privacy Practices can also be found at  https://community.pepperdine.edu/legal/privacy-policy/  . 
 Designated covered components are encouraged to distribute the Notice of Privacy Practices that 
 the University provides.  If a designated covered component elects to develop its own notice or 
 summary of notice, the notice must contain certain information required by law. 

 2.  Procedure 
 Distribution 

 ⮚  Direct Treatment Relationships  .  Covered components  with direct treatment 
 relationships with individuals will provide the Notice of Privacy Practices to each 
 individual no later than the date of the first service delivery after April 14, 2003. 

 ⮚  Indirect Treatment Relationships  .  Covered components  with indirect treatment 
 relationships with individuals will provide the Notice of Privacy Practices upon request. 

 ⮚  Health Plans  .  A health plan will distribute its Notice  to each enrollee by April 14, 2003 
 and thereafter give its Notice to each new enrollee at enrollment. 

 Availability 
 ⮚  Covered components will make the Notice of Privacy Practices available to any person 

 upon request. 
 ⮚  Covered components will post the Notice of Privacy Practices in a clear and prominent 

 location where it is reasonable to expect individuals seeking service from the covered 
 component to be able to read it. 
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 O�boarding 
 ⮚  Ensure o�-boarding of sta�, students, and business associates are terminated from 

 access to ePHI 

t
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 Pepperdine Union Rescue Clinic 
 Dr. Cary Mitchell, Director 
 Pepperdine University Psychology & Educational Clinic 
 E-mail:  cary.mitchell@pepperdine.edu 
 Telephone:  (310) 506-8553 

 Human Resources 
 Greyson Orellana 
 E-mail:  greyson.orellana@pepperdine.edu 
 Telephone:  (310) 506-4397 

 O�ice of Student Accessibility 
 Sandra Harrison 
 E-mail:  sandra.harrison@pepperdine.edu 
 Telephone:  (310) 506-6500 

 PRYDE (Pepperdine Resource, Youth Diversion, and Education) 
 Kenneth Woog, Associate Director 
 Graduate School of Education and Psychology 
 E-mail:  kenneth.woog@pepperdine.edu 
 Telephone:  (949) 283-0041 

 This information is subject to change and will be revised accordingly. 

 4.  Applicable Regulation 
 45 C.F.R. § 164.530(a). 

 I.  Records Retention 

 1.  Policy 
 The University will maintain certain documentation regarding its HIPAA compliance, in written or 
 electronic form. 

 2.  Procedure 
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 o  The University may condition the provision of research-related treatment on a 
 provision of authorization for the use or disclosure of protected health 
 information for such research; 

 o  An authorization for use and disclosure of protected health information for a 
 research study may be combined with any other type of written permission for 
 the same research study, including another authorization for the use or 
 disclosure of protected health information for such research or consent to 
 participate in such research; 

 o  A research authorization does not need to contain an expiration date or event 
 as is required for other authorizations (the language “end of the research 
 study” or “none” or similar language is su�icient). 
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 ⮚  In instances where the protected health information is in more than one record set, or 
 at more than one location, the covered component will only produce the protected 
 health information once in response to the request for access. 

 Denial of Access 
 ⮚  A SDA 



 ⮚  When denying an individual access to protected health information, the denial will be 
 written in plain language and 

 o  Contain the basis for the denial; 
 o  If applicable, contain a statement of the individual’s review rights, including a 

 description of how the individual may exercise such rights; and 
 o  Contain a description of how the individual may complain to the University 

 pursuant to the University’s complaint process (and include the title and 
 telephone number of the contact person), or to the appropriate OCR Regional 
 o�ice. 

 ⮚  The University must, to the extent possible, grant the individual access to any other 
 protected health information requested after excluding the protected health 
 information that was denied. 

 Reviewing a Denial of Access 
 ⮚  If access is denied based on (1) Endangerment; (2) Reference to Other People; or (3) 

 Personal Representative (these exceptions are all set forth above), the individual must 
 be given the opportunity to have the denial reviewed. 

 ⮚  If an individual has requested a review of denial, the University must designate a 
 licensed health care professional, who was not directly involved in the denial, to review 
 the decision to deny access. 

 ⮚  The reviewing o�icial must determine whether or not to confirm the denial based on 
 the standards set forth in 45 C.F.R. 164.524(a)(3).  The reviewing o�icial must review 
 the denial of access within a reasonable period of time and then must promptly notify 
 the individual of the decision and take any necessary action to carry out the reviewing 
 o�icials decision. 

 Costs and Fees 
 ⮚  The University may impose a reasonable, cost-based fee for copying costs and postage 

 in response to a request for access. 
 ⮚  If the individual agrees in advance, the University may impose a reasonable cost-based 

 fee for preparing a summary of the protected health information. 

 Documentation 
 ⮚  The University must document and retain: 

 o  The designated record sets that are subject to access by individuals; and 
 o  The titles of the persons or o�ices responsible for receiving and processing 

 requests for access by individuals. 

 3.  Applicable Regulation 
 45 C.F.R. § 164.524. 

 L.  Right to Request an Accounting of Disclosures 

 1.  Policy 
 The University will permit individuals to request and receive an accounting of disclosures of their 
 protected health information.  An individual may request an accounting for disclosures that have 
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 written statement of the reasons for delay and the date by which the University will 
 provide the accounting; and (2) the University may have only one such extension of 
 time for action on a request for an accounting. 

 Suspension of Accounting of Disclosures 
 ⮚  An accounting of disclosures may be suspended at the request of a health oversight 

 agency or law enforcement o�icial if certain conditions are met. 
 ⮚  If a designated health care component receives a request to suspend an individual’s 

 right to receive an accounting of disclosures, the designated covered component 
 should contact the University’s Privacy O�icial. 

 Costs and Fees 
 ⮚  The first accounting of disclosures to an individual in any twelve (12) month period 

 must be provided at no charge. 
 ⮚  A reasonable cost-based fee may be imposed for each subsequent request for an 

 accounting by the same individual within the 12-month period, provided that the 
 University informs the individual in advance of the fee and provides the individual with 
 an opportunity to withdraw or modify the request. 

 3.  Applicable Regulation 
 45 C.F.R.  § 1v偙⁀ §.t
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 ⮚  A covered component does not have to agree to requests for restrictions; however, if it 
 does agree, the covered component may not use or disclose the protected health 
 information in violation of such restriction, except in emergency situations. 

 ⮚  The covered component should discuss with the individual whether the restriction 
 should be communicated to others (i.e., other covered components of the University or 
 business associates who may be sending the individual communications on behalf of 
 the University). 

 Terminating a Restriction 
 ⮚  A restriction can be terminated if: 

 o  The individual requests the restriction in writing or orally (if the termination is 
 requested orally, it should be documented; or 

 o  The designated covered component informs the individual that it is 
 terminating the agreement to a restriction, in which case the termination will 
 only apply to protected health information created or received after the 
 individual has been notified of the termination. 

 3.  Applicable Regulation 
 45 C.F.R § 164.522(a). 

 P.  Safeguarding Protected Health Information 

 1.  Policy 
 Pepperdine University will implement appropriate administrative, technical, and physical 
 safeguards, which will reasonably safeguard the confidentiality of protected health information. 
 Designated covered components may develop additional policies and procedures that are stricter 
 than the parameters set forth below in order to maximize the privacy of protected health 
 information in light of the unique circumstances of a particular component. 

 2.  Procedure 
 The University recoEကst a ec f a

 剩ᙐ r gnated compoing or oraoraecy oiphyfoŠ耀 at t y nip t ec areich ģ �ed or r requesov

n, nfidenti t n, d t, th f r gnated compoing i ed of na tity ģ ill ich ģ il nato te administrative, t hnical, anadre ebe

n, Rd a

 el   f

 te  que inna eet dived lla  pad ce a t phycumst opriate administrative, t hnical, anaap easonablyècoEကsesignated cvered compo f, , in oc  շᔀ r ar ad
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 It is the responsibility of the covered component to reassess safeguarding protected health 
 information in the event of a breach.  Repeated impermissible breaches of the same type 
 violate the Privacy Rule and University Policy and will be subject to disciplinary action. 

 2.  Procedure 
 3.  Breach Reporting Steps Upon Discovery 
 4.  Notify Privacy O�icial and Security O�icial of known or suspected breach for next steps. 
 5.  Applicable Regulation 

 45 CFR § § 164.400-414 

 Q.  Training 

 1.  Policy 
 Each designated covered component is responsible for training its workforce (including employees, 
 students, volunteers, etc.) with respect to the University’s HIPAA policies and procedures on the 
 use and disclosure of PHI as necessary and appropriate for the members of the workforce to carry 
 out their function. 

 2.  Procedure 
 Training 

 ⮚  It will be the responsibility of each designated covered component to ensure that its 
 workforce receives training annually. 

 ⮚  Each employee must be trained no later than April 14, 2003.  Each new employee must 
 receive training within a reasonabl



 HIPAA Sample Forms  [see following pages] 

 A.  Accounting for Disclosures of Protected Health Information 
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 B.  Authorization to Use/Disclose Protected Health Information (HIPAA) 

 Name:  _____________________________________________ 
 Location:  __________________________________________ 
 Telephone Number:  (____)_______________ 

 I hereby authorize the use and/or disclosure of my health information as described below.  I 
 understand that this authorization is voluntary.  I also understand that if the person or 
 organization authorized to receive the information is not a health plan or health care provider, the 
 released information may be re-disclosed and may no longer be protected by the federal privacy 
 regulations. 

 1.  Person or organization authorized to disclose the health information: 
 ____________________________________________________________ 

 ____________________________________________________________ 

 ____________________________________________________________ 

 ____________________________________________________________ 

 2.  Person or organization authorized to receive the health information: 
 ____________________________________________________________ 

 ____________________________________________________________ 

 ____________________________________________________________ 

 ____________________________________________________________ 

 3.  Description of health information that may be used/disclosed: 
 ____________________________________________________________ 

 ____________________________________________________________ 

 ____________________________________________________________ 

 ____________________________________________________________ 

 4.  Description of each purpose for which the health information will be used/disclosed (  Note  : 
 Not required if disclosure is requested by the individual  ): 
 ____________________________________________________________ 

 ____________________________________________________________ 

 ____________________________________________________________ 

 ____________________________________________________________ 

 5.  I understand that the person or organization thà _Ȁ Ȁ Ȁ Ȁ Ȁ Ȁ Ȁ Ȁ Ȁ __________nt _က __Ȁ Ȁ

 Nte  : 
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 ____________________________________________________________ 

 ____________________________________________________________ 

 6.  I understand that I may refuse to sign this authorization and that my refusal to sign will not 
 a�ect my ability to enroll in a health plan, obtain health care treatment or payment or my 
 eligibility for benefits.*  (  Note  :  Not required if  disclosure is requested by the individual  ). 
 ____________________________________________________________ 

 ____________________________________________________________ 

 ____________________________________________________________ 

 ____________________________________________________________ 

 7.  I understand that I may revoke this authorization at any time by providing written notice to: 
 ____________________________________________________________ 

 ____________________________________________________________ 

 ____________________________________________________________ 

 ____________________________________________________________ 

 I understand that my revocation will not a�ect any actions already taken in reliance on this 
 authorization. 

 8.  I understand I may inspect or copy any information to be used or disclosed under this 
 authorization. 

 9.  Unless otherwise revoked in writing, this authorization will expire ________ days from the 
 date signed below.  If this date is left blank, the authorization will automatically expire one 
 ye1㕀  
 date s ,
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 (b) Termination for Cause.  Business Associate authorizes termination of this Agreement by 
 Covered Entity, if Covered Entity determines Business Associate has violated a material term of the 
 Agreement. 

 Miscellaneous: 
 (a) Injunctions.  Covered Entity and Business Associate agree that any violation of the provisions of 
 this Agreement may cause irreparable harm to Covered Entity.  Accordingly, in addition to any other 
 remedies available to Covered Entity at law, in equity, or under this Agreement, in the event of any 
 violation by Business Associate of any of the provisions of this Agreement, or any explicit threat 
 thereof, Covered Entity shall be entitled to an injunction or other decree of specific performance 
 with respect to such violation or explicit threat thereof, without any bond or other security being 
 required and without the necessity of demonstrating actual damages. 

 (b) Indemnification.  Business Associate shall indemnify, hold harmless, and defend Covered Entity 
 from and against any and all claims, losses, liabilities, costs and other expenses resulting from, or 
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 ATTEST: 

 by_____________________________________________________ 
 Date__________________________ 

 BUSINESS ASSOCIATE 
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 F.  Privacy Complaint 

 Name:________________________________________ 
 Date:_____________________ 

 Telephone Number:_________________________ 

 Please describe the nature of the complaint: 

 ______________________________________________________________ 
 ______________________________________________________________ 
 ______________________________________________________________ 
 ______________________________________________________________ 
 ______________________________________________________________ 
 ______________________________________________________________ 
 ______________________________________________________________ 
 ______________________________________________________________ 
 ______________________________________________________________ 
 ______________________________________________________________ 

 Date of Occurrence:_______________________ 
 Information A�ected:_______________ 

 Please name the entity that is the subject of the 
 complaint:______________________________ 

 Signature  Date 

 Please mail this form to the University’s Privacy O�ie _䀀 y O

ie ハ __________Ԁ _Ԁ _ハ

 i __ ___tit a_ e _䀀  O

e ハ _a__っ䀀

 _____yc r:
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 G.  Request for Access to Protected Health Information 

 I understand that I have the right to inspect or receive a copy of my Protected Health Information. 
 I understand that the University may impose a reasonable cost-based fee for copying and postage. 
 I further understand that the University may impose a reasonable cost-based fee for preparing a 
 summary of the Protected Health Information if the parties agreed to such summary and fees in 
 advance.  I understand that my request to access or inspect my records may be subject to some 
 legal limitations. 

 Name:_______________________________________________ 
 Date:__________________________ 

 Telephone Numbers:______________________________ 

 I hereby request access of the Protected Health Information in my designated record set from 
 ________________________ to _________________________ maintained or 
 created by Pepperdine University, 
 ___________________________________________ (  name  of department  ). 

 1.  Identify the records you wish to inspect. 

 _________________________________________________________ 
 _________________________________________________________ 
 _________________________________________________________ 

 2.  Please state how you would like to inspect or review your records.  For example, do you 
 want to inspect them during regular business hours at Pepperdine University, or do you 
 want copies mailed to you, or do you want to pick up copies at a time and place 
 designated by Pepperdine, etc. 

 _________________________________________________________ 
 _________________________________________________________ 
 _________________________________________________________ 

 Signature of Individual (  or L ɾ ɾ ɾ ɾ ɾ ɾ o 
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 _____Approved per Comments 
 Comments: 

 Responsible Party:______________________________________ 
 Date:__________________________ 

 If the request for access is denied, the individual must be informed in writing. 
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 H.  Request for Accounting of Disclosures 

 I understand that I have the right to an accounting of uses and disclosures of my Protected Health 
 Information for purposes other than treatment, payment, and health care operations.  I understand 
 that the University’s responsibility for such an accounting became e�ective April 14, 2003, and that 
 accounting for disclosures prior to that date is not available.  I understand that a fee may be 
 charged for more than one accounting in a 12-month period. 

 Name:________________________________________ 
 Date:__________________________ 

 I hereby request an accounting of disclosures of my Protected Health Information from 
 ____________________ to ____________________ (  if known,  name and address of 
 entity  ) maintained by Pepperdine University, ____________________  (  name of 
 department  ). 

 Please provide a brief description of the Protected Health Information disclosed: 

 ______________________________________________________________ 

 ______________________________________________________________ 

 ______________________________________________________________ 

 Please provide a brief statement of the purpose of the disclosure; or in lieu of such statement, a 
 copy of a written request for disclosure, if any. 

 ______________________________________________________________ 

 ______________________________________________________________ 

 ______________________________________________________________ 

 Signature of Individual (  or Legal Representative  )  Date: 

 Individual’s Name (  Print) 

 Name of Legal Representative,  if applicable  (  Print  )  Relationship to Individual 

 Responsibility Party’s Name (  Print  ) 
 Title of the persons or o�ices responsible for receiving and processing the request 

 Date 
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 I.  Request for Amendment to Protected Health Information 

 Name:_______________________________________________ 
 Date:__________________________ 

 Telephone Numbers:______________________________ 

 I hereby request that Pepperdine University _____________________________, amend: 
 (  Name of department  ) 

 ______________________________________________________________ 

 ______________________________________________________________ 

 ______________________________________________________________ 

 ______________________________________________________________ 

 Please identify the relevant persons or entities who need to be informed about the amendment: 

 ______________________________________________________________ 

 ______________________________________________________________ 

 ______________________________________________________________ 

 ______________________________________________________________ 

 Please state the reason(s) supporting the requested amendment: 

 ______________________________________________________________ 

 ______________________________________________________________ 

 ______________________________________________________________ 

 ______________________________________________________________ 

 Signature of Individual (  or Legal Representative  )  Date: 

 Individual’s Name (  Print) 

 Name of Legal Representative,  if applicable  (  Print  )  Relationship to Individual 

 Responsibility Party’s Name (  Print  ) 
 Title of the persons or o�ices responsible for receiving and processing the request: 

 Date: 
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 J.  Confidentiality Agreement 

 I, ___________________, have read and understand Pepperdine Un�　 dd P



 K.  Privacy Coordinator’s Checklist 
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 L.  Not



 example, we may tell your insurance compa y











 Acknowledgment of Receipt of Notice of Privacy Practices 

 Name:__________________________________________________________ 

 Address:_________________________________________________________ 

 Facility 
 Name:__________________________________________________________ 

 I acknowledge that I have received or been o�ered a copy of Pepperdine University’s NPP  which 
 describes how my PHI is used and shared.  I understand that Pepperdine University has the right to 
 change this NPP at any _ his NP

http://www.pepperdine.edu/provost/content/policies/hipaa_manual_5_2012.pdf

